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Message Text 

SECRET 

PAGE 01 STATE 250160 
ORIGIN SY-05 

INFO OCT-01 EUR- 1 2 ISO-OO OC-06 CCO-OO /024 R 

DRAFTED BY A/SY/OPS/T:C PELCZYNSKLJW 
APPROVED BY A/SY: VHDIKEOS 
A/SY/OPS/T - M H MUSSER 
SY/OPS - V F ST MARS 
DESIRED DISTRIBUTION 
A/SY/OPS/FO/EUR, SY/SAS, EUR/EE 

096055 182255Z/14 

OR 182231ZOCT 77 
FM SECSTATE WASHDC 
TO AMEMBASSY BUDAPEST IMMEDIATE 
INFO AMCONSUL FRANKFURT 

SECRET STATE 250160 

E.O. 11652: XGDS-2 

TAGS:ASEC 

SUBJECT: FIND 

BUDAPEST FOR TSO PERRY, FRANKFURT FOR RSS, OIC/RTC; FROM 
A/SY/OPS/T 

REF: BUDAPEST 3597 (PASSED), PROCEDURAL GUIDE 1, AUG 1976 

1 . FOR RSS, OIC/RTC: REFTEL ADVISES DISCOVERY BY TSO 

PERRY OF LISTENING DEVICE IN TELEPHONE LOCATED PERRY APART- 
MENT. 

2. CONGRATULATIONS TO TSO PERRY FOR DISCOVERY AND PROMPT, 

ACCURATE REPORTING. 

3. PLEASE POUCH ENTIRE TELEPHONE INSTRUMENT TO SY/OPS/T 
SECRET 

SECRET 

PAGE 02 STATE 250160 

ASAP. DO NOT REPEAT NOT RETURN INSTRUMENT TO APARTMENT FOR 
FURTHER TESTING/MEASUREMENTS. TAG WITH ALL APPROPRIATE 
DATA INCLUDING NORMAL OPERATING VOLTAGES AND ANY AVAILABLE 
LINE NOISE CHARACTERISTICS; MINIMIZE HANDLING; DO NOT REPEAT 
NOT DISASSEMBLE OR FURTHER TEST ON SITE; PACK WELL TO ASSURE 
SAFE UNDAMAGED PASSAGE. 
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4. ADVISE ANY KNOWN SERVICE HISTORY DATA. CONDUCT TESTS/ 

RECORDINGS PER CHAP. VI, PARA A & D. INSOFAR AS POSSIBLE. 
MEASURE OPERATING VOLTAGES & NOISE CHARACTERISTICS AT 
APARTMENT USING PHONE INSTRUMENT OTHER THAN ONE REMOVED. 

5. PERRY FURTHER REQUESTED CONDUCT INSPECTIONS ALL OTHER 
TELEPHONES IN RESIDENCES THERE. TO EXTENT POSSIBLE. TAKE 
IMMEDIATE STEPS TO ASSURE NO PHONES QUOTE SERVICED UNQUOTE 
OR OTHERWISED HANDLED BY LOCALS BEFORE INSPECTION CAN BE 
CONDUCTED. SUGGEST POSSIBILITY HAVE AMERICAN PERSONNEL/ 
SPOUSES MAINTAIN SIGHT CONTROL OF UNITS UNTIL PERRY CAN 
INSPECT. 

6. ALSO INSPECT ANY SIMILAR LOCALLY-MADE/SERVICED PHONE 
INSTRUMENTS IN CHANCERY. ANY FURTHER FINDS SHOULD BE 
TREATED WITH MAX CARE; MINIMIZE HANDLING, DISASSEMBLY; 
REMOVE ENTIRE UNIT(S) UNTIL TOTAL NUMBER PRESENTS PROBLEMS 
CONCERNING OWNERSHIP AND REPLACEMENT OF INSTRUMENTS, ETC. 
IN EVENT REMOVAL OF ADDITIONAL SUSPECT PHONES NOT DEEMED 
FEASIBLE, PERRY DIRECTED TO ASSURE FULL DOCUMENTATION 
INCLUDING PHOTOGRAPHS, RECORDINGS WHERE POSSIBLE, AND TO 
REMOVE CLANDESTINE DEVICE(S) PRIOR TO RETURNING INSTRU- 
MENT^) TO NORMAL USE. VANCE 

SECRET 


NNN 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 -Jan-1 994 12:00:00 am 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Sent Date: 18-Oct-1977 12:00:00 am 
Decaption Date: 01 -Jan-1 960 12:00:00 am 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 22 May 2009 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977STATE250160 

Document Source: CORE 

Document Unique ID: 00 

Drafter: C PELCZYNSKLJW 

Enclosure: n/a 

Executive Order: X2 

Errors: N/A 

Expiration: 

Film Number: D770383-0273 
Format: TEL 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1977/newtext/t1 9771 046/aaaabnbr. tel 

Line Count: 85 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 

Message ID: b7fca52c-c288-dd1 1-92da-001cc4696bcc 

Office: ORIGIN SY 

Original Classification: SECRET 

Original Handling Restrictions: n/a 

Original Previous Classification: n/a 

Original Previous Handling Restrictions: n/a 

Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: SECRET 
Previous Handling Restrictions: n/a 
Reference: 77 BUDAPEST 3597 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 03-Feb-2005 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 871659 
Secure: OPEN 
Status: NATIVE 

Subject: FIND BUDAPEST FOR TSO PERRY, FRANKFURT FOR RSS, OIC/RTC; FROM A/SY/OPS/T 
TAGS: ASEC 
To: BUDAPEST 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/b7fca52c-c288-dd1 1-92da-001cc4696bcc 
Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
22 May 2009 
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